Multi-Factor Authentication (MFA) 2023/8/30 version IMC Account

Easy Setup Guide (1)

& \What is multi-factor authentication for IMC accounts?

v" An IMC account is a number, which is a string of 3 to 8 alphanumeric characters (for staff) , lowercasing the
first letter of your student number (for student).

v" An IMC account is used for Hirodai mail, VPN access and login for Microsoft365, Teams, etc.

v" When accessing from off-campus, authentication by a second factor (a device different from the computer) is

. Setup instructions page
required. b Pag

(IMC account)

The setting depends on the device used as the second factor. Please prepare your smartphone, cell phone, or other second devices.

Il Decide the second factor you use

m_, Do you have smartphones Yes »| Are voice call or SMS ves > A. Press the Approve button on the mobile app
or tablets 1 available 2—>3A—=>4
No No . .
—» B. Verify the code via short message (SMS)

2—-3B—4

_ | C. Verify the code on the mobile app
" 2—->3A—4

.| Do you have email address Yes s D. Approve by voice operation

for a cell phone? 2—->3C—4

If you are sharing the device with family |

members etc., Please select “No”. No » Go to the page (3) “What to do if you don't have

a smartphone or cell phone”.

Access the IMC Registration System with your computer browser and apply to [login by HIRODAI ID].

Multi-factor authentication enable (Account)

& https://reg.huc.hiroshima-u.ac.jp |Access the URL

IMuIti-lactor hentication enable (A )
HOME |

M e
P T -

Logout

Hiroshima University

GakuNin Login The multi-factor authentication, you can login with your center

Hirodai ID Do you want to enable the multi-factor authentication?

Multi able (Accourt)
Password chanc e

. enabled.
J— u Multi-factor authentication .
enable (Account) ® Click [Enable]

HIRDOAL D

| Mutt-factor authentication enable (Account)

% It takes up to 30 minutes
fimenmrmn Multi-factor authentication setti R
“mt . = -or e fOr the [Enable] to be reflected Accepted your request to enable multi-factor authent
) i — in the system. Please click here to sat up the second factor for MFA.,
@ Enter your password from @ Click [;3XID] in menu = il

[Login by HIRODAI D] — Multi-factor authentication enable(Account) @ Click [here] to go to STEP 3.

K72 Setup with mobile app

X If you selected "C. Confirm the code with the mobile app and ente it*
Download the app and read the QR code. in step 1, select “l want to use a different authenticator app”.

Add a method x Microsoft Authenticator x

Which methad would you fike 1o add? 0 Start by getting the app

Google Pla & App Store
aersovindll | Ay

a https://mysignins.microsoft.com/security-info

Download

_— T D gy My Sign-Ins

6 — Security info

m|  These are the methods you use to sign into your account;

Choose

ethod

Authenticator app
—

Phone
Add a method x

Alternate phone

Office phone

Microsoft B .
Authenticator e
@ Sign in Microsoft365 [Security info] ® Add a method I:I )
@ Install on your computer. Choose a method [Authenticator app]
[Microsoft Authenticator]. — [Add sign-in method] — [Add]

X If the [More information required] screen is displayed, click [Next] and go to @ © Click [Next]

Microsoft Authanticator

Enter the runber shown 1o i
Microsoft Authenticator %

-

Let's try it out
® Click [Next].
— 3B
® Launch the application Goto| 38 or

— [Add] @ * Hiroshima University . i - . Please enter your phone number
—» [Work or school account] IMC account@hiroshima-u.ac.jp” Enter the notified number into in case you need it.
— [Scan the QR code] appears on your phone, click [Next]. the smartphone app, Tap [Yes].

Enter number here

,it's not me



https://mysignins.microsoft.com/security-info
https://www.media.hiroshima-u.ac.jp/services/mfa/mfa4imcaccount/#mfa-imcaccount-active
https://www.media.hiroshima-u.ac.jp/services/mfa/mfa4imcaccount/#mfa-1app
https://reg.huc.hiroshima-u.ac.jp/
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8l setup with voice call

Specify and confirm the phone number to receive the code via SMS. Specify and confirm the phone number to receive voice call.

a https://mysignins.microsoft.com/security-info

a https://mysignins.microsoft.com/security-info

®

S s @ mrommee | vy sign-) P @z | My sign-l
@ Sign in Microsoft365 @ Sign in Microsoft365 .
[Security info] on your computer. e Security info [Security info] on your computer. e Security info
— [Add sign-in method)] m|  Thesears the methods you use to sign — [Add sign-in method] : O ———

X If the [More information required] screen B 4 Add sign-i 8 . . . Q e
ign-in method 3 If the [More information required] screen L
is displayed, click [Next] and go to @ [ quired] -+ Add sign-in methed

is displayed, click [Next] and go to @

@ Add a method 3 [Country/Region] @ Add a method 3 [Country/Region]
Choose a method [Phone] [Enter your phone number] Choose a method [Phone] [Enter your phone number]
— [Add] — [Text me a code] — [Next] — [Add] — [Call me] — [Next]

Add a method X

Phane * Add a method X

Which method would you like to add?
’ Which method would you like to add?

Choose a method

Choose a method e |

Authenticator app

Authenticator app a0 811 v

_Phune Add a method x _Phune
Alternate phone § Atamate phons #dd amethod
Officephone | [pne agre 1o the Term a Office phone [
— - Cancel Next - -

@ A confirmation code (short message) ® “SMS verified. ...successfully” @ Receive voice call and follow ® “Call answered. ...successfully”
will be sent to your registered is displayed, Click [Done] the guidance to operate the phone. is displayed, Click [Done]
phone number.

— Input number and [Next]. Phone x Phone N Phone .
a Q) 55 werified. Your phane was registered successiully. We're calling +81¢ ) now.
Dane
Phone Back
We just sent a 6 digit code to +81( ). Enter the code
below.
901847 <
Resend code

Back

Goto E
8 Confirm the MFA configuration after set up

Finally, sigh out once, close your web browser and then let's confirm whether multi-factor authentication actually works.
Multi-factor authentication will be skipped when you access from the campus network, check the operation from the off-campus network. However, you can
check the operation by accessing "Security Information" even from the campus network.

/z‘: P pep—— B \

Security info

i (@IUUENS | My Signdns

e When the security
H e ey IJ' information is displayed,
Security info the setting is complete .

Thess are the mathods you use 1o Sgn inta yuu

o s Change default method x

Defaultsign-in methad Microsoft Austhenticator - nof

Wihich method woukd you ke 1o use to sign in?

u icaion —
Add 2 method x v
" TT—,
Lost device? Sign cut sverywhers

o e @ [Security Information] page will appear,
= If a default sign-in method is not set, click [Sign out] from the profile icon ,
\.  click [Set default sign-in method] to set it _/ and then web browser will also be closed.

t Add sign-in method

&, o

a https://mysignins.microsoft.com/security-info ( )
[Approve on the mobile app] [Verify the code by SMS]
Bl B e ¥ o x i
PR — = e o g ) e cos H (@Umuommsr | My Signedns v (<)
- XL

B Micrasaft —_— woxs Security info

Signin Verify your identity These are the methods you use to sign into your a

S = “ . @ Default sign-in method: Microsoft Authenticator - noti

+ Add sign-in method

IMC Account

@hiroshima-u.ac.jp " P

Cance Approve sign in request

08668

. . i _ [Approve by voice operation] y,
@ Access Office365 [Security Information]
on your computer @ Authenticate with the second factor ® Login completed


https://www.media.hiroshima-u.ac.jp/services/mfa/mfa4imcaccount/#mfa-2sms
https://www.media.hiroshima-u.ac.jp/services/mfa/mfa4imcaccount/#mfa-3tel
https://mysignins.microsoft.com/security-info
https://www.media.hiroshima-u.ac.jp/services/mfa/mfa4imcaccount/#imc-mfa-4
https://mysignins.microsoft.com/security-info
https://mysignins.microsoft.com/security-info
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Q How to add or change the second factor after setting multi-factor authentication

If you want to change the settings after setting up MFA,
you can do this from the Microsoft365 portal [Security Information] .
@ Sign-in to Microsoft365

Click on the profile icon in the upper right corner.
— View account

— Security Information > [UPDATE INFO].

Security info

These are the methods you use to sign inta . FO-Changing-second factor
i X - Default sign-in method: Microsoft Authenticator nnl\h(.mal-llmng? |

When you access [Security Information] from the campus network, GQ) Sign in with a iffere — }

you will be asked for multi-factor authentication. Please authenticate - B For adding the second factor

before accessing the site. T Qs hone - arangs

@ - Inthe case of adding a second factor. N
[Change the "sign-in method’] ‘

+ In the case of changing the second factor.
[Click the "add a sign-in method”] ) =)

@ If the second factor authentication is not available, please refer to "How to reconfigure the application (multi-factor authentication for IMC accounts)".

Click to access the page

Please be sure if you use an email client

Hirodai Mail (Microsoft365 Exchange Online) supports advanced/modern authentication (OAuth2.0).

How to configure Thunderbird for

If you want to use your email client after setting up MFA, you will need to set the advanced/modern Oauth2.0 is introduced on the IMC

authentication. You cannot send or receive e-mails without changing the settings.

website.
Advanced/modern authentication is an authentication method that uses a mechanism called an access token to IMC Webpage
ensure higher security in order to solve the security problems of conventional authentication using IDs and — All Services
passwords (basic authentication).lt is possible to access email service with multi-factor authentication by using mail — Hirodai Mail

client that supports advanced/modern authentication. —mail software
— Example configuration for Thunderbird

Thank you for your understanding and to use an email client that supports advanced authentication or the latest

Microsoft or Apple email client.

Email clients that support advanced authentication (as of October 2021)
Outlook app for i0OS/Android, macOS/iOS standard email client,
Thunderbird (78.3.1 or later), Becky! Internet Mail (v2.75.02 or later), etc.

https://bit.ly/2XFSL8h

® |s there any way to check the current configuration status?

v" When sign in an Office365 from an off-campus network (home, smartphone tethering, eduroam, etc.),
if you are asked for the second factor, multi-factor authentication is enabled.
® After setting up MFA, | can no longer send or receive Hirodai email. What should | do?
v If you are using e-mail software that does not support multi-factor authentication, you will need to set an
app password. Please check "Additional security settings (application password)" on the previous page.
® \What should | do if | have changed my phone or a deleted the authentication application?
v" You need to reconfigure. Please follow the instructions of “How to add or change the second factor after

setting multi-factor authentication® or “How to reconfigure the application(multi-factor authentication for
IMC accounts” to reconfigure second factor.

® What should | do if | want to disable multifactor authentication due to trouble?

v" You cannot disable, but you can initialize. In setting according to Step 2, select "Multi-factor
authentication initialize (Account)" and reconfigure.

IMC FAQ Site

MNWhat to do if you don't have a smartphone or a cell phone

Multi-factor authentication can be performed using an extension of the web browser of the computer being used.

Please use this service only if you set a login password on your computer and manage it well so that it cannot be used by others.
FAQ page

https://help.media.hiroshima-u.ac.jp/index.php?solution_id=1170


https://help.media.hiroshima-u.ac.jp/index.php?solution_id=1170
https://www.media.hiroshima-u.ac.jp/
https://www.media.hiroshima-u.ac.jp/services/mfa/mfa4imcaccount/mfa-imc-app-resetting/

