Multi-Factor Authentication (MFA) 2025/02/25 version IMC Account

Easy Setup Guide (1)

& What is multi-factor

v" An IMC account is a number, which is a string of 3 to 8 alphanumeric characters (for staff) , lowercasing the
first letter of your student number (for student).
v" An IMC account is used for Hirodai mail, VPN access and login for Microsoft365, Teams, etc.

v" When accessing from off-campus, authentication by a second factor (a device different from the computer) is . _
required Setup instructions page
q - (IMC account)

The setting depends on the device used as the second factor. Please prepare your smartphone, cell phone, or other second devices.

Il Decide the second factor you use

m_, Do you have smartphones | 'S Are voice call or SMS | '©S y| A- Press the Approve button on the mobile app
or tablets ! available 2—->3A—-4
No No

—» B. Verify the code via short message (SMS)
2—->3B—-4

C. Verify the code on the mobile app

>

2—->3A—-4
Do you have email address Yes N D. Approve by voice operation
for a cell phone! 2—-3C—14

If you are sharing the device with family |

members etc., Please select “No”. No » Go to the page (3) “What to do if you don't have

a smartphone or cell phone”.

28l Apply Multi-Factor Authentication using your personal computer

Access the IMC Registration System with your computer browser and apply to [login by HIRODAI ID]. Multi-factor auth

[a https://reg.huc.hiroshima-u.ac.jp |Access the URL [ mutt-factor authentication enable
Account

The multi-factor authentication, you can login with your center
Do you want to enable the multi-factor authentication?

Hirodai ID ™ g

Password chanc e
® Click [Enable]

G HOME
L S @cnxy

Logout

Hiroshima University
GakuNin Login

Multi-factor authentication enabled.

Multi-factor authentication I Multi-factor authentication enable (Account)

s g e o o € s enable (Account) (or [Initialize])
% It takes up to 30 minutes El
"mui"‘““: ulti—fac_tor authentication settings ifsrﬂt";esi?;z'e] to be reflected | freepedyourre ::e:::;{;\a: oo Possabario

“ H H —s % After 30 days of account registration,

@ Enter your passworcé) from ;] @ Clll\c;k I[fff\fﬁltD] in tmhen;f T blo(A 0 the button will change to [Initialize] .
[Login by HIRODAI ID] — Multi-factor authentication enable(Accoun .
( or Multi-factor authentication Initialize (Account) ) @ Click [here] to go to STEP 3.

KEW Setup with mobile app
Download the app and read the QR code 3% If you selected "C. Confirm the code with the mobile app and ente it*

in step 1, select “l want to use a different authenticator app”.

Google Pla 2 App Store L R . . P Microsoft Authenticator %
https://mysignins.microsoft.com/security-info Add a sign-in method X
o ol gt S e rmans-

Start by getting the app
i i On your prone,installthe Microsot Authenticator app. Dow
Microsoft Authenticator
. O’ Approve sign-in requests or use one-time codes.
etormation Mo Center My Sign-Ins

[

— o (REE
. A R Sign in with a code from a hardware tok

. Secunty info ign in with a code from a hardware token

Download

m  These are the methods you use to sign into your account| @ Click [Next]
. Ph
Microsoft m— Qoo to st s cose
Authenticator -+ Add sign-in method Microsoft Authenticat x

@ Sign in Microsoft365 [Security info] QAT e
on your computer.

— [Add sign-in method] .

3% If the [More information required] screen is displayed, click [Next] and go to @ ® Click [Next]

@ Install
[Microsoft Authenticator].

® Click [Microsoft Authenticator] app

Microsoft Authenticator

Enfor ths number shown ke
g in.

Microsoft Authenticator
|Enter number here
Microsoft Authenticator

D Nerficator wpeseed
Let's try it out ' -
v
notitication we'e sencing 1 yoffpp by

5 < P @ Click [Nex].
® Launch the application Go to or

— [Add] @ * Hiroshima Univelrsity ) . " ) Please enter your phone number
—» [Work or school account] IMC account@hiroshima-u.ac.jp” Enter the notified number into in case you need t.
— [Scan the QR code] appears on your phone, click [Next]. the smartphone app, Tap [Yes].
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KO Set up with voice calll

KI=l Set up with s massage (SMS)

Specify and confirm the phone number to receive the code via SMS. Specify and confirm the phone number to receive voice call.
a https://mysignins.microsoft.com/security-info ] a https://mysignins.microsoft.com/security-info ]
o ) e © I | My sign-] Rl -
@ Sign in Microsoft365 o © Sign in Microsoft365 (~) | My sign-i
[Security info] on your computer. . Security info [Security info] on your computer. - Security info

— [Add sign-in method] B e — [Add sign-in method]

m These are the methods you use to sign |

X If the [More information required] screen B + Add sign-in method 3 If the [More informati . @ e
tion required] screen o
is displayed, click [Next] and go to @ [ quired] + Add sign-in method

is displayed, click [Next] and go to @

@ Click [Phone] 1 3 [Country/Region] @ Click [Phone] 1 3 [Country/Region]
JOR— » [Enter your phone number] JTR— ; [Enter your phone number]
— [Receive a code] — [Next] — [Call me] — [Next]
@ MM e Phone x @ Il e oo ;

You can prove who you are by answering a call on your phone or
o yousre by 9 youre! You can prove who you are by answering a call on your phone or

@I Hardware token . receiving a code on your phone. @ Hardware token receiving a code on your phone.
S cerefrom s perduere cken What phone number would you like to use? S o fom s e ke What phone number would you like to use?
e —_ == —
(®) Receive acode O Receive acode
Q  Atematephone Ocalime Alternate phone @ Callme
agree to the Terms of service and Privacy and cookies statement. agree to the Terms of service and Privacy and cookies statement.
Q, Offephone o Cancel Next Q, Offcephone . | cancel Next
@ A confirmation code (short message) ® “Verification complete. ....... ” @ Receive voice call and follow ® “Call answered. ...successfully”
will be sent to your registered is displayed, Click [Done] the guidance to operate the phone. is displayed, Click [Done]
phone number.
— Input number and [Next]. Phone x Phone N — Phone .
] @ veriication complete. Your phone has been registered. Were calling +81¢  now. @ ol answered. Your phone was registered successhly
Phone = Back ‘ f_ ; j —) Done
below.
501245 < - —

- Go to E

B Confirm the MFA configuration after set up

Finally, sign out once, close your web browser and then let's confirm whether multi-factor authentication actually works.
Multi-factor authentication will be skipped when you access from the campus network, check the operation from the off-campus network. However, you can
check the operation by accessing "Security Information" even from the campus network.

[ g  When the security
E, information is displayed, QI MySgnin
Security info the setting is complete .
These ae the methods you use o sign ntoyour account o e Security info

Youre using the most advisable sign-in method where it aplies. LD SR s

Set detouit sign in method

+ Add sgrvin method

(R) ¥th 3 cibterent 2coount . . .
(&) sonn ® [Security Information] page will appear,
e B click [Sign out] from the profile icon,
- ot et ot o and then web browser will also be closed.
o ) o f N
a https://mysignins.microsoft.com/security-info . )
[Approve on the mobile app] [Verify the code by SMS]
qy s x| P h
e Approve sign in request e Security info
@ O o Ao o s L4 .
B2 Microsoft rumber 3hown 1 56 [r— -
Signin * \* Verify your .dmiq; Youre using the most advisable sign-in method where it applies.
- Bl . . [on [T R
QY e dmk R rrone - Cnange oeete

SR NC ——
| e wotvanon

/A

IMC Account - Y ‘ [T
@hiroshima-u.ac.j e passverd 5 —
-ac.Jp V. iy — i - o
- P ani 3
o Approve sign in request &
L — == PP 9! eqf . .
SE— PR — s
— ——% - s 2
sﬂfm’:rr:r_;ﬁ 7 ) KX @ Lost device? Sign out everywhere
oencks L2

. . . [Approve by voice operation]
@ Access Office365 [Security Information] -
on your computer @ Authenticate with the second factor ® Login completed
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Q How to add or change the second factor after setting multi-factor authentication

If you want to change the settings after setting up MFA, O Home Moot 365 Coplor X+
you can do this from the Microsoft365 portal [Security Information] . ¢« >0 (G &)

@ Sign-in to Microsoft365
Click on the profile icon in the upper right corner. | A
— View account

= Seaurity Info

Security info

— Security Information > [UPDATE INFO].

aaaaa You're using the most advisable sign-in method where it applies.

account pas

When you access [Security Information] from the campus network,
you will be asked for multi-factor authentication. Please authenticate
before accessing the site.

Security info

@ - Inthe case of adding a second factor.
[Click the “Add sign-in method”]
+ In the case of changing the phone number.
[Click the "Change”]

‘‘‘‘‘‘

@ |f the second factor authentication is not available, please refer to "How to reconfigure the application (multi-factor authentication for IMC accounts)".
( https://www.media. hiroshima-u.ac jp/services/mfa/mtadimcaccount/mta-imc-app-resetting/ e

Click to access the page

Please be sure if you use an email client

Hirodai Mail (Microsoft365 Exchange Online) supports advanced/modern authentication (OAuth2.0).

How to configure Thunderbird for

If you want to use your email client after setting up MFA, you will need to set the advanced/modern
authentication. You cannot send or receive e-mails without changing the settings.

Oauth2.0 is introduced on the IMC
website.

Advanced/modern authentication is an authentication method that uses a mechanism called an access token to IMC Webpage

ensure higher security in order to solve the security problems of conventional authentication using IDs and

— All Services

passwords (basic authentication).It is possible to access email service with multi-factor authentication by using mail — Hirodai Mail

client that supports advanced/modern authentication.

—mail software

— Example configuration for Thunderbird

Thank you for your understanding and to use an email client that supports advanced authentication or the latest
Microsoft or Apple email client.

Email clients that support advanced authentication (as of October 2021)
Outlook app for iOS/Android, macOS/iOS standard email client,
Thunderbird (78.3.1 or later), Becky! Internet Mail (v2.75.02 or later), etc.

https://bit.ly/2XFSL8h

® |s there any way to check the current configuration status?
v" When sign in an Office365 from an off-campus network (home, smartphone tethering, eduroam, etc.),
if you are asked for the second factor, multi-factor authentication is enabled.
® After setting up MFA, | can no longer send or receive Hirodai email. What should | do?
v If you are using e-mail software that does not support multi-factor authentication, you will need to set an

® What should | do if | have changed my phone or a deleted the authentication application?
v" You need to reconfigure. Please follow the instructions of “How to add or change the second factor after
setting multi-factor authentication or “How to reconfigure the application(multi-factor authentication for
IMC accounts” to reconfigure second factor.
® What should | do if | want to disable multifactor authentication due to trouble?
v" You cannot disable, but you can initialize. In setting according to Step 2, select "Multi-factor
authentication initialize (Account)" and reconfigure.

app password. Please check "Additional security settings (application password)" on the previous page.

IMC FAQ Site

M\ What to do if you don't have a smartphone or a cell phone

Multi-factor authentication can be performed using an extension of the web browser of the computer being used.

Please use this service only if you set a login password on your computer and manage it well so that it cannot be used by others.

FAQ page
https://help.media.hiroshima-u.ac.jp/index.php?solution_id=1170




