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Multi-Factor Authentication (MFA)

Easy Setup Guide (1)

IMC Account

at is multi-factor hentication for IMC accounts?

v" An IMC account is a number, which is a string of 3 to 8 alphanumeric characters (for staff) , lowercasing the
first letter of your student number (for student).

v" An IMC account is used for Hirodai mail, VPN access and login for Microsoft365, Teams, etc.

v" When accessing from off-campus, authentication by a second factor (a device different from the computer) is

. Setup instructions page
required. b Pag

(IMC account)

The setting depends on the device used as the second factor. Please prepare your smartphone, cell phone, or other second devices.

Il Decide the second factor you use

A. Press the Approve button on the mobile app

m_, Do you have smartphones Yes > Are voice call or SMS ves >
or tablets 1 available 2—->3A—-4
No No . .
—» B. Verify the code via short message (SMS)

2—-3B—4
_ | C. Verify the code on the mobile app

" 2—>3A—4

»| Do you have email address Yes > D. Approve by voice operation
for a cell phone? 2—->3C—4
If you are sharing the device with family

members etc., Please select “No”. No | » Go to the page (3) “What to do if you don't have

a smartphone or cell phone”.

2l Setup using your personal computer

Access the User and service management System with your computer browser and apply to [login by HIRODAI ID].
@ Access the URL a https://reg.huc.hiroshima—u.ac.ij

2% If you are “setting up for the first time” or do not need to “MFA initialize,” you can configure it directly from steps
[3A], [3B], and [3C] instead of through the “Service Management System.”

If MFA is already set up for your account, the
“MFA Initialize(Account)” button will be displayed.
If you have MFA set up for your account but cannot
authenticate, please click “MFA Initialize(Account)”
first, then click “MFA Activation (Account)”.

/

Hireshima Univarsity GakuNin Login

st HIRODA 0 ane s pascmard,than lick s Lagie i

MFA enabled "

MFA Activation (Account) 0

IF you log in from an off-campus network and the message ” MFA has not been

:_setup yet.” is displayed, please configure MFA for your HIRODAI ID first.

K72 Setup with mobile app

X If you selected "C. Confirm the code with the mobile app and ente it*
Download the app and read the QR code. in step 1, select I want to use a different authenticator app”.
[Security Information]

@ Enter your Hirodai ID and password from
[Login by HIRODAI ID] and Click [login]

® Click the triangle arrow in the upper left corner
— Click [Account] — Click [MFA-Setup(Account)]
— Click [MFA Activation(Account)]

Add a sign-in method % Microsoft Authenticator *
e a https://mysignins.microsoft.com/security-info 0 Start by getting the app
Download m—— — [ @) Mook Auteicatr ] O your prane insall he Mirasatt Authenticator opp, Dawniaad navs
R R e— S ] APPIOVE Sign-in requests or Use one-time codes :Ahr'\:x_?(um;unmer.'mnsunmnmjmmmppunpmem choase
Pl i My Sign-Ins ~ want to use a different suthenticator app
[S—
el B T e
Security info . @ Click [Next]
Microsoft These are the methods you use to sign into your account| Q: Get I'fa...:.. text 1o sign in with a code
Authenticator Micraseft Authenticator X
l { Add sign-in method l Q, AMtematephone. EI ot .w:n: [[RTTISr—————
@ Install @ Sign in Microsoft365 [Security info] ® Click [Mlcrosoft Authentlcator] app =
[Microsoft Authenticator]. on your computer. — [Add sign-in method] -
X If the [More information required] screen is displayed, click [Next] and go to @ © Click [Next]
Microsoft Authenticator
Scan the OR code - R Microsoft Authenticator x
st JEnter rumber hers e
Microsoft Authenticator = ~
o Let's try it out -
I
* © Click [Next]
icl ext].
Goto| 38or] 4 |

® Launch the application
— [Add]
— [Work or school account]
— [Scan the QR code]

@ “ Hiroshima University

IMC account@hiroshima-u.ac.jp”
appears on your phone, click [Next].

Enter the notified number into
the smartphone app, Tap [Yes].

Please enter your phone number
in case you need it.


https://www.media.hiroshima-u.ac.jp/services/mfa/mfa4imcaccount/#mfa-1app
https://reg.huc.hiroshima-u.ac.jp/
https://mysignins.microsoft.com/security-info
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Izl Set up with assage (SMS) IOl Set up with voice call

Specify and confirm the phone number to receive the code via SMS. Specify and confirm the phone number to receive voice call.

[Security Information]

a https://mysignins.microsoft.com/security-info

[Security Information] o i o
a https://mysignins.microsoft.com/security-info

@ Sign in Microsoft365 :
[Security info] on your computer.
— [Add sign-in method]

X If the [More information required] screen

is displayed, click [Next] and go to
[Set up another method] in the lower-left.

@ Click [Phone] l

Add a sign-in method x

@  Microsoft Authenticator

Hardware token

Alternate phone

@, Offce phone

@ A confirmation code (short message)
will be sent to your registered
phone number.

— Input number and [Next].

Lo

Phone

We just sent a b digit code to 181 ( 1. Enter the code

&
501213 <

Resend code

\L‘“-—’_

o SR @ Sign in Microsoft365 = ——————yrm
— - [Security info] on your computer. — - 7
::"* HH Iinemation M Creter | My Sign-| N [Add Sign-in method] ::"* B Irmaton Wedis Corter ‘ My Sign-||

Secu rity info X If the [More information required] screen
is displayed, click [Next] and go to
[Set up another method)] in the lower-left.

= Security info

These are the methods you use to sign

These are the methads you use to sign

IMC Account IMC Account
@hiroshima-uac.jp @hiroshima-uac.jp l_|_ Add sign-in method l
® [Country/Region] @ Click [Phone] 1 ® [Country/Region]
[Enter your phone number] [Enter your phone number]
. Add a sign-in method X
— [Receive a code] — [Next] — [Call me] — [Next]
® Microsoft Authenticator
Phone ® APDIOVR S0 equES o s one:ime ok _— .
T e e e I — oo o ey i ol e

What phone number would you like to use?

What phone number weuld you like to use?

e -
i e
(@) Raceive 2 code () Recoive a cade
Callme Q Aemstephone @) Coll o
Message and data rates may apply. Choosing Next means that you coedabooctoss v pedotd Message and data rates may apply. Chaosing Nest mears that you
agree 1o the Terms of service and Privacy and cookies statement. aqres to the Tarms of service and Privacy and cookies statement
= @ oo
® “Verification complete. ....... ? @ Receive voice call and follow ® “Call answered. ...successfully”
is displayed, Click [Done] the guidance to operate the phone. is displayed, Click [Done]
| Phone = Phone X ‘ - Phone x
1 verifcation complote Your phone has baen registered, We're calling +81( 1 now. 288 Q) call ansuered. Your phane was registered successhlly.
o

GotoE

8 Confirm the MFA configuration after set up

Finally, sigh out once, close your web browser and then let's confirm whether multi-factor authentication actually works.
Multi-factor authentication will be skipped when you access from the campus network, check the operation from the off-campus network. However, you can
check the operation by accessing "Security Information" even from the campus network.

Thase e the ek ouus o gt yousseccunt o

o

A g it

Q oo M. -

B o

My Sigrins “ When the security
I ¢ information is displayed, HOQEIIEE MySignins
Security info the setting is complete . P

Security info

These e the methods you use 1o sign into yen 3

Set defauit sian in meticd I C
- ekd sgrvin et
() s
e IR OV a—

@ [Security Information] page will appear,
click [Sign out] from the profile icon ,
and then web browser will also be closed.

4 N
[Approve on the mobile app] [Verify the code by SMS]
o s ins
\n CJeoomammn ~ 1B a 4>(\‘ -
€ O A i, & S 8 3D 8 - (b)) Approve sign in request
© T e o o e
BE Microsoft = ol
Signin : Verify your Idcnuzid( / N
: 5 ¢ 0@ I CI e
1 % a4+ XO00000004 e
click
IMC Account o
@hiroshima-u.ac.jp i et vt
P— Canct Approve sign in request vaa
ERSTRILE I R 2
. . i [Approve by voice operation]
@ Access Office365 [Security Information] - A
on your computer @ Authenticate with the second factor ® Login completed


https://www.media.hiroshima-u.ac.jp/services/mfa/mfa4imcaccount/#mfa-2sms
https://www.media.hiroshima-u.ac.jp/services/mfa/mfa4imcaccount/#mfa-3tel
https://www.media.hiroshima-u.ac.jp/services/mfa/mfa4imcaccount/#imc-mfa-4
https://mysignins.microsoft.com/security-info
https://mysignins.microsoft.com/security-info
https://mysignins.microsoft.com/security-info
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Q How to add or change the second factor after setting multi-factor authentication

If you want to change the settings after setting up MFA,
you can do this from the Microsoft365 site [Security Information] .
@ Sign-in to Microsoft365
Click on the profile icon in the upper right corner.
— View account I i et
— Security Information > [UPDATE INFO].

When you access [Security Information] from the campus network,
you will be asked for multi-factor authentication. Please authenticate
before accessing the site.

v O vome | Micion 36 Coplot X | ‘

o & ® @

2| My sign-tns

Security info

These: are the methexds you use to sign into your accent or 1

@ - Inthe case of adding a second factor.
[Click the “Add sign-in method”]
+ In the case of changing the phone number.
[Click the "Change”]

Security info

€ If the second factor authentication is not available, please refer to "How to reconfigure the application (multi-factor authentication for IMC accounts)".
(https://www.media hiroshima-u.ac.jp/services/mfa/mfadimcaccount/mfa-ime-app-resetting/ ;e

Click to access the page

Please be sure if you use an email client

Hirodai Mail (Microsoft365 Exchange Online) supports advanced/modern authentication (OAuth2.0).

How to configure Thunderbird for

If you want to use your email client after setting up MFA, you will need to set the advanced/modern Oauth2.0 is introduced on the IMC

authentication. You cannot send or receive e-mails without changing the settings.

website.
Advanced/modern authentication is an authentication method that uses a mechanism called an access token to IMC Webpage
ensure higher security in order to solve the security problems of conventional authentication using IDs and — All Services
passwords (basic authentication).lt is possible to access email service with multi-factor authentication by using mail — Hirodai Mail

client that supports advanced/modern authentication. —mail software
— Example configuration for Thunderbird

Thank you for your understanding and to use an email client that supports advanced authentication or the latest

Microsoft or Apple email client.

Email clients that support advanced authentication (as of October 2021)
Outlook app for i0OS/Android, macOS/iOS standard email client,
Thunderbird (78.3.1 or later), Becky! Internet Mail (v2.75.02 or later), etc.

https://bit.ly/2XFSL8h

® |s there any way to check the current configuration status?

v" When sign in an Office365 from an off-campus network (home, smartphone tethering, eduroam, etc.),
if you are asked for the second factor, multi-factor authentication is enabled.
® After setting up MFA, | can no longer send or receive Hirodai email. What should | do?
v If you are using e-mail software that does not support multi-factor authentication, you will need to set an
app password. Please check "Additional security settings (application password)" on the previous page.
® \What should | do if | have changed my phone or a deleted the authentication application?
v" You need to reconfigure. Please follow the instructions of “How to add or change the second factor after

setting multi-factor authentication® or “How to reconfigure the application(multi-factor authentication for
IMC accounts” to reconfigure second factor.

® What should | do if | want to disable multifactor authentication due to trouble?

v" You cannot disable, but you can initialize. In setting according to Step 2, select "Multi-factor
authentication initialize (Account)" and reconfigure.

IMC FAQ Site

MNWhat to do if you don't have a smartphone or a cell phone

Multi-factor authentication can be performed using an extension of the web browser of the computer being used.

Please use this service only if you set a login password on your computer and manage it well so that it cannot be used by others.
FAQ page

https://help.media.hiroshima-u.ac.jp/index.php?solution_id=1170


https://help.media.hiroshima-u.ac.jp/index.php?solution_id=1170
https://www.media.hiroshima-u.ac.jp/
https://www.media.hiroshima-u.ac.jp/services/mfa/mfa4imcaccount/mfa-imc-app-resetting/
https://www.media.hiroshima-u.ac.jp/services/mfa/mfa4imcaccount/mfa-imc-app-resetting/
https://www.media.hiroshima-u.ac.jp/services/mfa/mfa4imcaccount/mfa-imc-app-resetting/

